
Environment: Ingate Firewall 4.6.2 
ITSP used : Firstreach, Mynetfone, Engin, Faktortel. 
Local PBX used: QuadroM32x 
 
Ingate Firewall Eth1 : on Public Internet Address. 
Ingate Firewall Eth0 : on Private IP address Range. 
Ingate Firewall Rules : Single Rule “Forward all LAN traffic to WAN (via NAT)” 
 
Section 1.  SIP Passthrough. 
 
With the SIP Module enabled  and no optional Licenses the Ingate Firewall will dynamically handle 
any pass through registrations with SIP Servers, ie ITSP accounts. 
It will perform all NAT traversal of outbound calls to the SIP server, and allow inbound calls from 
registered accounts. 
Status screen showing pass through registrations.  

 
 
 
 



Section 2.  SIP Back to Back UA.  (2 Call Legs) 
 
In this mode the local LAN PBX makes a call to the Ingate, the Ingate makes a second call to the ITSP, 
and joins the 2 sides. It is used with PBX systems that don’t normally work with the ITSP correctly on 
their own. 
This mode requires the SIP Trunking Module. 
 

a. Create a Local SIP User entry with the account details of the ITSP. 
Account type = XF/Register  
From should be your WAN interface or Specific WAN IP. 



Once Created it should show as registered on the SIP Status Screen. 

 
 
 



b. You need to create a dialplan that will trigger the second call leg via the ITSP registration for 
outbound calls. 
In this case we use : 
• A Matching From Header to define any Invite from the LAN side 
• A Forward to destination of the ITSP Account configured previously 
• Then combine these 2 in the Dialplan for outbound calls. 

 

 
 



c. Now calls from the ITSP need to be forwarded back to the LAN side PBX. 
On the Routing TAB, add an entry to match inbound calls from the ITSP, and send them direct 
back to a Valid SIP URL for the LAN PBX. Ie 00@192.168.15.208  
Ext 00 on the PBX. 

 
 
 



Section 3.  Registering remote IP Phones to a LAN side PBX. With both Remote and Local Side NAT. 
 
This is where you have multiple remote IP Phones that need to register with a LAN side PBX which is 
behind NAT. Many PBXs don’t support far end NAT traversal very well, the ingate can remap all ports 
and Payload to ensure this works. 
 
This mode requires the Remote SIP Connectivity Module 

a. Ensure the remote NAT traversal mode is enabled. 

 
 
 
 
 
 
 
 
 



b. Create a DNS Override Rule for SIP requests. 
This will detect WAN side Invites and Registrations and MAP them to the LAN side PBX. 
Domain = WAN IP or DNS Name (our remote Phone register to this address) 
Relay to section = the LAN side IP-PBX (transport and ports can be remapped if required) 
 

 


